ABSTRACT: Forensic science laboratories are being challenged by the expanding decentralization of forensic capabilities, particularly for digital traces. This study recommends laboratories undertake digital transformations to capitalize on the decentralization movement, develop a more comprehensive understanding of crime and security-relevant problems, and play a more central role in problem-solving collaboratively with law enforcement organizations and other stakeholders. A framework for the bilateral transfer of information and knowledge is proposed to magnify the impact of forensic science laboratories on abating crime, strengthening security, and reinforcing the criminal justice system. To accomplish digital transformations, laboratories require personnel with different expertise, including investigative reasoning, knowledge codification, data analytics, and forensic intelligence. Ultimately, this study encourages managers, educators, researchers, and policymakers to look beyond the usefulness of forensic results for solving individual investigations, and to realize the value of combined forensic knowledge and intelligence for developing broader strategies to deal with crime in digitalized society.
KEYWORDS: forensic science, forensic intelligence, problem-oriented policing, intelligence-led strategies, knowledge management, systematic knowledge reuse, big data analysis, Kodak syndrome Forensic science has experienced many challenges and changes over the last decade, making it difficult to identify universal and unequivocal directions for the domain (1) . However, one global trend is obvious across all forensic disciplines, impacting laboratories in the public and private sectors independent of differences in legal systems: There is an irreversible movement toward decentralization and commoditization of forensic capabilities, that is, use of forensic capabilities by nonspecialists to deal with individual offenses, outside of a forensic science laboratory.
Note that the term forensic science laboratory, or simply laboratory, is used throughout this study to describe organizations that receive exhibits or specimens from customers (external or within their organization), perform forensic analysis in an accredited structure, and deliver forensic reports or testimony.
This decentralization movement is largely driven by a rising demand for, and reliance on, a variety of material traces for timely, cheaper support of investigative and intelligence activities. As a result of decentralization, forensic science laboratories no longer have a monopoly in the application of some technologies that their business models have been reliant upon. An increasing number of technological developments are materializing in the form of field-deployable analytical capabilities (loosely identified as "lab-on-a-chip"). Investigative and intelligence agencies are increasingly employing user-friendly tools to produce forensic results outside of the laboratory to fulfill specific investigative and mission-oriented needs. The most wellknown example is probably the breathalyzer for detecting drunk drivers. Rapid DNA technology is a reality and allows the reliable, simple, and rapid extraction of profiles from a person. Other recent examples include mobile drug testing, "livescan technology" for fingerprint capture, and tools used to inspect computers and mobile devices. A market has developed to supply this increasing in-field demand, and the equipment to analyze traces has thereby been commoditized.
As more organizations capitalize on the growing demand for traces, forensic science laboratories are losing market share and their relationship with investigative entities is weakening. A critical concern is how these laboratories can survive as their core business drains away. A related concern is that decentralization is causing laboratories to lose touch with an increasing quantity of traces, which are the object of study in forensic science, placing the future of this discipline in a perilous position. There is a window of opportunity for laboratories to recast the decentralization movement from the technology-driven "lab-on-a-chip" into forensic knowledge curation and dissemination. The key for a successful future resides in the ability of laboratories to valorize the production and delivery of value-added knowledge (including analysis of big data) to customers in the form of forensic expertise and intelligence.
The widespread use of traces is fundamentally changing how forensic science serves the needs of criminal justice and society at large. Increasingly, forensic science results are being studied to form proactive strategies that could reduce societal harms (2) . Furthermore, forensic science is being applied to a widening range of legal problems in various contexts, including protection of physical and virtual security across nations, as well as within public and private organizations. This trend, dynamized by technological advances, is in tension with traditional forensic science laboratory models, deeply rooted in a case-by-case response associated with a justice-based paradigm. One of the obvious success factors for forensic science laboratories is how to collaborate more closely with law enforcement organizations and other stakeholders to adopt problem-oriented and intelligence-led strategies.
Reforming business strategies to embrace innovations and new opportunities enabled by technological advancement are generally referred to as digital transformations. More specifically, the survival of laboratories depends on changing processes and culture to embrace and capitalize on the decentralization movement both by magnifying forensic capabilities in the field to answer immediate investigative questions, and by treating decentralized collection of both physical and digital traces as valuable data streams. These data streams can flow into computerized repositories for big data analysis (a.k.a. data lakes) that give laboratories greater power to add value not only in courtrooms, but also in investigative contexts and to studying the evolution of crime and repetitions in crimes (e.g., crime series, trends in similar offenses). In this context, digital transformations apply to both physical and digital traces-any type of trace can provide valuable input to big data analysis applied to crime.
Digital transformations require changes in multiple dimensions (e.g., organizational, financial, procedural, technological, quality, education, research and development) and can take years to implement and refine. This study guides laboratory managers and policymakers toward strategic decisions about reframing forensic science to better serve justice and society overall in digitalized environments. This study begins with a reflection on the well-known Kodak failure, which has created a real syndrome that compels the industry and administrations to undertake digital transformations. Then, the decentralization movement in forensic science is scrutinized. This study provides arguments to advance a framework for digital transformations in forensic science that places the laboratory in a pivotal role. Barriers to change in forensic science laboratories are addressed throughout the study, and suggestions on how they can be surmounted, or at least mitigated, are discussed.
The Kodak Syndrome
In the authors' opinion, laboratories that fail to consider the decentralization movement as both a crisis and opportunity will quickly become victims of their own past successes, particularly as digitalization drastically transforms how, where, by whom, and even why forensic results are produced and used. This situation is analogous to Eastman Kodak failing to restructure their business after inventing the digital camera.
Case Study
Eastman Kodak has been in business since 1888 and, for many decades, was the market leader in camera and film sales. Very early, this great innovator entirely changed entirely the nature and order of magnitude in the production of images by bringing the photograph amateur into the process with the pocket camera. In 1975, Kodak created the first digital camera, which led to a transformation in photography, enabling individuals to easily produce high quality images easily. This new wave of decentralization of photograph production capabilities bypassed the Kodak business model that depended largely on sales of film, chemicals, and paper (3) . One of the largest new businesses related to digital photographs is social media-services that allow individuals to store and share their photographs and videos. Kodak did not adapt their business model to these changes, and ultimately filed for bankruptcy in 2012. The company has continued to decline despite downsizing, selling assets, and trying to capitalize on the growth of digital photography in various ways, including patent infringement lawsuits, printer ink, and a cryptocurrency called KODAKCoin.
Most forensic science laboratories are already behind the curve. As with Kodak, they have based their activities and business models on the false assumption that stable centralized processes necessarily concentrate technical functionalities at the laboratory. These laboratories have focused on the means (i.e., the technology and techniques to be accredited), rather than on the ends (the services to be delivered in furtherance of which objectives). Once the advantages of using portable technologies to replace centralized services are fully realized, the whole model collapses. Digital transformations involve anticipating this kind of disruption by innovating new strategies and processes to capitalize on technological advances; this is the attitude that most companies embrace. From the forensic science laboratory perspective, articulating and accomplishing digital transformations is obviously different than for Kodak. To appreciate the multidimensionality, and to envision viable digital transformations for laboratories, it is necessary to have a deeper understanding of the impetus for the decentralization movement, its extent, its natural consequences, and the opportunities it offers.
The Decentralization Movement
Obtaining forensic science results while at the crime scene can support timely investigative decisions such as where to look for additional traces, which questions to ask in suspect interviews, which traces collected at the crime scene should be compared with national databases to find a potential response within the timeframe of a pretrial detention, or identify perpetrators before they have time to remove traces or dispose of compromising material. For example, during an investigation into burglary in Australia, in-field technology linked to a fingerprint database enabled investigators to apprehend the perpetrator at his home before he could dispose of the stolen goods. When dealing with suspected child pornography, investigators routinely perform forensic inspections of computers at the crime scene to detect illegal media, and to find other potential sources of traces (e.g., in the cloud). It is apparent that the availability of forensic capabilities in the field is reducing the role of the forensic science laboratory, driven by transformed processes that are considered to be more efficient.
Case Study
For example, in New South Wales, Australia, new legislation enables the use of portable Raman devices to identify illicit drugs in "non-trafficable amounts" (drug possession only). If the result is positive, the defendant gets an infringement ticket and that is the end of the story. If the defendant decides to challenge the result, and the case is confirmed by the forensic science laboratory, the defendant must pay all the laboratory and court costs. This strategy is drastically decreasing the backlog of cases in the laboratory and freeing up resources to perform more valuable tasks. However, this solution also reduces the efficacy of the infield forensic results to a limited number of situations.
Digital forensic science is acting as a catalyst for the decentralization movement. The speed and scale of this trend is expanding dramatically with the escalating volume, variety, volatility and distribution of digital data, and the rapidity required in digital investigations. Investigators are encountering digital devices in almost every crime, and they need to determine quickly whether these devices, and the networks they connect with, contain relevant information for investigations. As a result of this growth, digital forensic laboratories are receiving an increasing quantity and diversity of data for each investigation, and are observing their customers perform more forensic operations themselves in the field (4) . Digital traces can be used to make inferences about location, identity, chronologies, and relationships between relevant entities. Digital traces can provide rapid resolutions, such as exonerating the innocent and motivating confessions from offenders. The faster these investigative decisions can be made, the better for victims, the accused, and criminal justice overall (5).
Responding to the exploding demand for digital traces, commercial vendors have commoditized certain forensic products such as triage tools and forensic imaging devices, making them accessible to nonspecialist investigators in the field. This commoditization accelerates the decentralization of forensic capabilities. For instance, in the early 2000s, extractions from mobile phones were considered highly specialized. Now, tools are available to investigators to extract and review data in the field, enabling them to obtain immediate results at a regional or local level. These products are being used by law enforcement investigators and military personnel at local and regional levels, including at crime scenes and border checkpoints (6) . Furthermore, organizations are also using these products for their internal investigations and information security. In some areas, investigators have become completely reliant on commercial products to satisfy their needs, and the forensic laboratory is very hesitant about which service it should develop or not in this context.
In summary, the huge number of new species of digital traces available early in the investigation has accelerated a generalized demand for forensic capacities for investigative purposes, including at the crime scene, that tend to divert the focus of investigators from the forensic science laboratory to commercial stakeholders delivering cutting-edge technologies. In these circumstances, forensic science laboratories lose part of their fundamental raison d'être, at least from the perspective of investigators, but more probably from the justice system perspective as a whole.
The Dimensions of Digital Transformations
Forensic science laboratories must reposition themselves in the different processes to avoid the loss of relevance of laboratory services, the loss of opportunities to study traces, and the attrition of their business. Digital transformations in laboratories require changes in multiple dimensions, which are discussed below.
Dynamics of New Technologies
Comprehensive reformation of laboratories is needed to keep pace with rapid technological changes. The focus of traditional forensic science laboratories is on specialists, commissioned by the justice system, to perform highly specific analysis on discrete traces to reach conclusions in a specific case. This analysis is typically executed in a deliberate manner using systematic, scientific processes within the quality management structures of a laboratory. Laboratories might imagine that the adaptation to new technologies could consist only of delivering new forms of technical expertise without requiring a change of paradigm. For example, some laboratories have integrated new departments, dedicated to the treatment of multimedia, in order to offer services in processing digital photographs and videos recorded by witnesses using their personal devices or by CCTV cameras (7). These traces can be complemented by information taken for instance from social medias (e.g., Instagram, Snapchat, Facebook). Recurrent questions asked by customers relate to reading a car plate from the image, identifying a person, determining when and where the image was taken, recognizing a cloth, linking an image to the device that captured it, etc.
Such departments have grown, but there are at least two issues with them. First, the pace of technological evolution and decentralization demands that laboratories adapt quickly. Substantial risks are created when the laboratory jumps from one technology to another at an unmanageable pace: quality control processes become rapidly obsolete, and new technologies make the employment of specialists particularly difficult. Second, the democratization and commoditization of forensic capabilities have injected new, mostly investigative and analytical roles into the processes, treating the massive amount of data, of a new nature and variety, beyond the control or scrutiny of the laboratory.
Despite evident difficulties, forensic science laboratories remain in a strong position to maintain such specialized expertise and defray the costs across their larger pool of casework and customers. In the digital forensic science domain, one example is the development of innovative techniques for extracting useful digital evidence from new technology. For instance, chip-off methods and silicon forensics (altering hardware circuits) applied to mobile devices and embedded systems can provide digital evidence that cannot be obtained by other means. The success factors are related to the generation of new knowledge and the strategic management of their dynamics. The implementation of research and development programs, the creation of links with specialized private companies, the employment of personnel who can adapt quickly to changing requirements, the creation of new academic programs in forensic science (digital), as well as continuous training, are major dimensions of the transformations.
However, in the authors' opinion, laboratories should have the legitimacy to act as stewards of a doctrine of decentralization of forensic technologies in a judicial context. A strong argument for imposing this position is the duty to maintain the quality of forensic results in a decentralized environment (8) . Laboratories possess the administrative acumen to manage quality throughout the forensic process, which can be extended to encompass decentralized operations. This argument is particularly applicable to certain digital forensic methods, which can be deployed in a proactive or offensive manner. These methods question the unresolved equation between safeguarding privacy and allowing the collection of information for justice purposes (e.g., exploiting security vulnerabilities, chip-off methods). Forensic science laboratories should be at the heart of substantiating arguments, helping to form opinions and decisions.
Given these perspectives, processes must be transformed to take into account the fact that decentralized devices are generating big data created by new kinds of personnel, at a new scale of volume, variety and at a much more rapid pace. Processes must be appropriately defined in order for the laboratory to stay connected with these data (and ensure quality), and with the people who generate them (and develop competency). The ability of data analytics to exploit these big data forensically, and the means of securing the data and protecting values on which the society is grounded belong to the basic processes of the laboratory. Laboratories can help define what kinds of treatments are proportionate and necessary to perform big data analysis while maintaining privacy and security.
Connecting Investigation and Evaluation
First, laboratories must expand their field of view beyond courtrooms, and adopt a much more investigative focus. Indeed, the above multimedia example (7) points to the immediate benefits of using portable technologies in crime investigation, which typically progresses at a faster operational tempo, in contrast with the length of time it takes laboratories to perform such analysis.
Such a tension between evaluative and investigative roles of forensic science is not new and has already been frequently discussed. Investigation is considered as the affair of the police, while many laboratories treat every case as if it will go to court. Enforcement of this duality creates an artificial and harmful separation between the two.
A consequence of this inordinate focus on preparation for the court is that a large proportion of laboratory processes and resources are wasted because most traces do not go to trial (9, 10) . In their comprehensive review of the literature about the use of forensic science in high volume crime investigations, Bradbury and Feist (11) decompose the forensic contribution and highlight the loss of information at each step of the forensic process. This loss of information is largely confirmed by end-toend studies, such as Brown et al. (12) , which shows that only 1-2% of crime scenes attended by investigators in Australia lead to an arrest on the basis of fingerprint or DNA. More qualitatively, from his experience at Scotland Yard in providing intelligence with different types of traces, Milne estimates that 80-90% of the traces collected in the UK are never transmitted to a laboratory (9) . Robertson (10) , took data from his experience as the head of the Australian Federal Police laboratory at the following phase, by stating that 95% of traces transmitted to the laboratory requires no intervention from an expert. All together, experts would testify in court in only 1& of reported crimes. Part of the 1& of reported crimes are potential of high relevance to the court in forensic terms and are a predominant focus of forensic science in general. There is, however, an imbalance between the degree of interest in expressing the earlier phase of the process and the interest in bringing added-value to the society at large, and to the criminal justice system in particular (13) . Figure 1 illustrates this imbalance between the inordinate focus on preparation for court versus the utilization of traces in the earlier phases of evidential inquiries; it is in these earlier phases that a traditional laboratory can express its value more assertively in transformed forensic processes.
As such, the larger volume of traces in earlier phases of the forensic process has greater potential value, impact and overall investigative usefulness as depicted on the left side of Fig. 1 , including attending the crime scene. This fact has remained relatively latent, allowing the evaluative role of forensic science laboratories to be the focus of all the attention. In the new context, the laboratory must express its position in regards to a field where it has so far been largely absent. Digitally transformed processes must take into account that the information must be shared between the investigators and the laboratory in a timely manner to support decisions.
One effective strategy to connect investigation and evaluation is to involve forensic expertise early in each evidential inquiry, such as attending the crime scene, or even embedding forensic specialists within investigative teams (14) . An added-value of the laboratory must reside in the treatment of complex and difficult cases. Some forensic science laboratories have already taken steps in this direction by creating a new role generally called "forensic advisor" that functions as a scientific coordinator throughout the investigative process, occasionally already at the FIG. 1--Simplified representation of trace utilization during different phases of evidential inquiries showing the high potential value and impact of forensic results in earlier phases of investigations, relative to later phases in courtroom contexts (adapted from [9] ). The top of each bar postulates additional traces that exist but are not utilized due to limitations in current capabilities, particularly decentralized tools or knowledge at earlier phases.
crime scene (15) (16) (17) in order to maintain a global view of the case and to apply forensic operations effectively. In the near future, such a figure could play a key role in the context of decentralizing technologies.
Going Beyond the Duality by Capitalizing on Forensic Knowledge
The lab-on-a-chip model, when seen only as a technical function, isolates each situation to the limited context of an individual investigation. This isolation reduces sharing of knowledge between entities (knowledge gap), reduces curation of knowledge and expertise (knowledge spillage) and reduces visibility across cases (repetition blindness). Individual investigators cannot cope with the growing quantities of data, rapid advances in technology, and varied contexts and criminal behaviors. Ultimately, this isolation limits forensic science to a tactical capability in the context of individual investigations, losing the potential to help policymakers develop broader strategies for dealing with crime in more systematic ways and at higher (societal) levels (18) .
Forensic investigations are intrinsically case-based, which means that solutions to new problems are often based on an analogy drawn with previous similar cases that were successfully addressed. This is particularly true in some fields such as digital investigations (19) , but also in other domains of expertise such as fire investigations, and even high volume crimes (18) . Knowledge spillage arises from the difficulty in bringing together lessons learned and information obtained in separate cases from different data sources using different tools, and to create a broader understanding of benefit to future situations. When multiple investigators encounter the same type of problem in different contexts, they may not share their experiences with each other. As a result, when investigators encounter a new problem they may not be aware of an existing solution, raising the risk of duplicated efforts and missed opportunities. Knowledge gaps occur when forensic results are used by personnel with limited knowledge and expertise, increasing the risk of errors and omissions. One solution is to provide forensic personnel in the field with access to systems maintained by a laboratory that contains codified knowledge, such as Hansken in the Netherlands (20) . These systems can be updated with new information from decentralized locations, contributing to the enrichment of available knowledge for the treatment of subsequent cases.
Repetition blindness is a subproblem that existed before the decentralization movement and is caused by a lack of correlation between crimes (21). These repetitions can be serial offenses committed by the same person or group, or crime patterns and trends that would otherwise go unnoticed. Separate investigators may never know that they are dealing with crimes committed by the same criminal or group, or using the same methods.
Laboratories are well positioned to bridge the knowledge gaps, prevent knowledge spillage and overcome repetition blindness. By detecting repetitions, forensic science laboratories can have a high impact on crime by increasing visibility of serial offenses, developing strategies to deal with a particular type of crime, and helping predict or prevent criminal activities. The data treatment that underlies such systems generally requires the integration and combination of many types of forensic traces. Transformations must, therefore, ensure the fluidity of information and of its interpretation across the different forensic disciplines.
At this stage, we have proposed dimensions of transformations that go in the direction of strengthening traditional justice processes in a context of decentralization. By focusing on repetitions, beyond the support to investigation, we turn toward forensic intelligence and security functions.
Forensic Knowledge and Security Functions
From the 1990s, policing strategies have progressively evolved, from reactive models, based on a case-by-case approach to crime, to proactive intelligence-led styles based on knowledge extracted from repetitions found in crime (22) . In this conception, prosecution is not always the solution: prevention, disruption, harm reduction or an increasing feeling of security are much preferred. The challenge is how to transform processes in order to connect forensic science with such proactive models. Such transformations depend on extending the use of data beyond the restricted purpose for which they were originally collected, to make appropriate use from a broader perspective of the big data generated by new investigative and decentralized to reinforce proactive strategies for addressing crime (23) . It is, however, acknowledged that this expansion introduces a challenging ethical dimension: obtaining such broader perspectives must be balanced against human rights and personal privacy concerns, for example as expressed in the EU General Data Protection Regulation (GDPR) and UK Investigatory Powers Act 2016. Situations have to be carefully distinguished, in order to isolate those which are the most neutral from this point of view. The following example shows such a possibility of gaining knowledge to be used proactively, built from case-bycase interventions.
Case Study
In Switzerland, the law allows production, sale, and possession of cannabis with less than 1% concentration of THC. Initially, field tests were unavailable, so the cannabis was occasionally sent to the laboratory for analysis. It became infeasible for the laboratory to analyze the growing quantity of items, because the price of each analysis cost more than the value of the information obtained and the benefit in each case, falling into the Kodak syndrome. Now, another forensic science laboratory has developed a colorimetric test that can be used for low cost in the field to check the THC concentration of cannabis. The number of such cases will certainly increase, but the laboratory has lost all access to and control of the collected data. The tests are only used "here and now" to solve specific cases from a strict legalist perspective, and the laboratory has lost the opportunity and advantage for gaining knowledge about the structure of the market. This is a poor example of what should be a big data attitude. Electronic portable devices, based on near-infrared spectroscopy, are under development that could test cannabis in the field. If these devices work, they could be used to produce a full profile of the substance tested in the field and transfer the data to a computerized repository for real-time analysis purposes by the laboratory. Preliminary results about the capacity of these portable instruments to promptly, accurately and reliably analyze the substance in the field are still not published (Coppey F, B ecue A, Esseiva P. Personal communication, 30 January 2018). They tend, however, to show that the shift is possible and would significantly change the role of the forensic science laboratory.
This dimension of transformation is particularly important for addressing cybercrime. There is a change of scale in the seriality of crimes related to cyberspace, which seems to orient strategies toward more intelligence-led styles of policing and crime disruption, rather than prosecution (24) .
The traditional approach to security based on an inwardfocused understanding of our own vulnerability must be balanced with a clear outward-focused understanding of the adversaries we face and the risks they pose in order to make intelligent defensive decisions. This realization is driving a strong move towards a threat-informed security approach based on cyber threat intelligence and information sharing (25) .
The fast pace, far reach, and rapid change of criminal activities in cyberspace are higher by orders of magnitude compared with traditional forensic science domains. The resulting demands and increasing pressures raise questions about how forensic science laboratories can become more effective in modern society. As a whole, digital forensic science is actually adapting to the evolving role of forensic science and can provide indications for other forensic disciplines to transform. This advancement is present in some implementations of traditional domains such as biometrics (e.g., fingerprints, facial comparison) that have particularly taken care of knowledge management and made some security functions explicit in their processes.
Digital Transformations Integrating Evaluative, Investigative, and Intelligence Functions
By successively introducing the evaluative, investigative, and intelligence dimensions of the transformations, we propose that the broader questions that forensic science laboratories should address together are: what is the value of forensic science laboratories in abating crime, reinforcing security and strengthening the criminal justice system?
It is important to note that a large proportion of laboratories already have interactions and knowledge exchange, with customers, addressing all these dimensions, but on a limited ad hoc basis. For instance, while treating a series of specimens, forensic scientists observe evolutions in the structure of the traces they are analyzing, detect links, and gain global knowledge on some components of crime systems. When investigators collaborate or have exchanges with the laboratory, the use of these observations is intensive. The problem resides more in the fact that exchanges of information in a timely manner, with fluidity, and collectively solving problems and reaching correct decisions at each relevant level (policy, strategic, operational, tactical), are generally not systematized in the forensic processes governed by laboratories.
It follows that laboratories planning to undertake digital transformations should explicitly expand their services outside of the courtroom and offer new services that take advantage of the decentralization of forensic capabilities. These laboratories have the potential to revolutionize how knowledge and intelligence obtained from traces is used to address crime, enabling more responsive and proactive remedies. In addition to the social benefits, such expansion of services to address legal problems in a broader range of contexts will increase the value of traces, leading to growth in business opportunities for laboratories. This transformation requires numerous changes along the separate dimensions that have been identified so far in this study. The integration of those dimensions add complexity.
Lessons Learned From Actual Systems
Some examples of the systematic integration and combination of a broad variety of information and traces for monitoring repetitive crimes illustrate how such digital transformations can be effectively implemented to benefit from forensic intelligence.
Case Study
Some forensic science laboratories are already combining data from multiple sources into databases that support analysis of crime and detection of repetitions across cases perpetrated at an inter-jurisdictional level. Systematic linkage of forensic case data (e.g., DNA profiles, shoe marks, CCTV images), integrated with contextual data has proved highly informative for detecting, solving, and preventing repetitive crimes (26) (27) (28) . In criminal contexts, this practice is called forensic intelligence, and serves various policing models, as well as criminal investigations (29, 30) . These systems, which employ a form of knowledge management and reuse, have been progressively conceptualized, tested and updated through academic research, through an iterative process that last for more than 20 years. These systems have changed processes, and call for the development of new careers for forensic intelligence analysts. Such experiences have led to the conceptualization of a generic intelligence system (31) that supports the definition of new similar processes and potentially expands their use to digital environments (32) .
Six lessons emerge from this case study. First, in Switzerland, law enforcement organizations are small and integrate forensic science resources into their own laboratories with limited coverage. This means that this federalist model impels the decentralization of forensic capabilities. Forensic scientists remain naturally close to the investigations and are actively involved in the collective problem-solving endeavors. This is a favorable environment for developing forensic intelligence that a traditional forensic science laboratory might find difficult to replicate. Second, the complexity of the changes requires starting with relatively small projects that promise the highest return on investment. It is actually necessary for organizations that maintain such databases to give as well as receive. It has been observed by the authors that, when customers realize laboratories are not providing the full value of big data analysis on collective traces (e.g., detecting repetitions, observing trends), they institute their own forensic capabilities, they establish sharing arrangements with each other, and then stop sending the traces to the laboratory. In this way, by resisting digital transformations, laboratories are contributing to the decentralization movement and loss of business. Adopting a bottom-up approach through concrete and limited realization is a promising path for gaining confidence.
Third, police operational systems are not predisposed to abstract reasoning and conceptualizing problems (33) . Therefore, external aid from academia for expressing processes, testing most promising approaches, and deciphering the associated logic is required. Universities are usually not engaged in this endeavor as they generally consider such activities to be the responsibility of forensic science laboratories. However, the aid that academia can give police is far different from forensic science in its current state.
Fourth, the participation of academics in the process is also linked with the requirement for personnel with different expertise and experience, including data analytics, forensic intelligence, investigative reasoning processes using algorithms, visualizations, and many tools.
Fifth, the system is inter-jurisdictional, bringing together multiple data sources. As a result, legal barriers have to be overcome. From a technical perspective, interoperability of intrajurisdictional systems calls for the development of standards in how data are represented and exchanged. This is exactly what is carried out through the evolving CASE standard (34) .
To address the issue of digital traces being collected and processed from disparate data sources, using various tools, by different people in multiple contexts, the forensic community has created a standard for representing and exchanging cyber-investigation information. This evolving standard is called the Cyber-investigation Analysis Standard Expression (CASE) and aligns with and extends the Unified Cyber Ontology (UCO) construct. "The primary motivation for CASE is interoperability to advance the exchange of cyberinvestigation information between tools and organizations. The power of such a standard is that it provides a common language and structure to support automated normalization, combination, correlation, and validation of information, which means less time extracting and combining data, and more time analyzing information. CASE also supports data marking for sharing information at different levels of trust and classification, and for protecting sensitive and private information." (34) .
A notable difficulty in exploiting forensic intelligence is for law enforcement organizations to translate a detected repetition (e.g., crime series) into an investigation at a cross-jurisdictional or national level. It is always astonishing to observe that when the analysis of information indicates an important series of offenses, or generates relevant intelligence, it is far from obvious how to motivate investigators or prosecutors to take the responsibility of handling the case. This is typically due to the intrinsically case-by-case reactive justice system that overwhelms the different parties. This forensic intelligence has been implemented progressively through strong management support in the transformation process, by integrating these kinds of information into a structure process that brings different police forces and jurisdictions together. However, for an external laboratory, such issues, once again, require strong support for policymakers, police and justice managers, as well as the intelligence community, in order that valuable intelligence provided by the forensic science laboratory finds its customers.
Other laboratories dealing with digital investigations are combining knowledge management with intelligence-led strategies to provide valuable, timely insights into certain kinds of cybercrime. When faced with a sophisticated cyberattack, certain organizations in government and industry combine digital forensic results with intelligence gathered from disparate investigations, generally called cyber threat intelligence.
The US Department of Defense Cyber Crime Center (DC3) captures and reuses knowledge in intrusion-malware investigations to provide timely results and feed forensic intelligence (4). When digital data are submitted, they are processed using automated systems that contain codified forensic knowledge accumulated from prior casework and research. Specifically, a database is maintained with the analysis results from all past malware samples for future reference. In this way, when malware in a new case has commonality with malware that has already been encountered and processed in a previous case, the results from the prior file instances can be reused, saving time on both processing and forensic analysis. In addition, customized methods for extracting encoded information from malware samples are codified and reused to extract additional details that are not obtainable using commercial systems. These analysis results also support cyber threat intelligence, combined with information gathered from various sources, including the DCISE (Defense Industrial Base Collaborative Information Sharing Environment), enabling specialized analysts to find linkages between related offenses and to observe patterns across all investigations. The aim of such intelligence is to provide stakeholders with knowledge that can be useful for detecting and disrupting future attacks at both an operational and strategic level. The success of this approach led to the development of standardized, federated computer systems that enable sharing of characteristics in malware and network intrusions (a.k.a. indicators) at machine speed. The Automated Indicator Sharing (AIS) capability maintained by the US Department of Homeland Security (DHS) extended this approach to encompass a growing number of organizations in the private and public sector (https://www.us-cert.gov/ais).
This collaborative model adds complexity in terms of trust, security and legal agreements, but has the benefit of allowing all stakeholders to participate as partners rather than under a rigid bureaucratic structure, leading to more democratic and dynamic knowledge exchange. Another new complexity arises from this last example. To mitigate the immediate damage of such a cyberattack, digital forensic experts work closely with a network of stakeholders (internal and external), pulling data from various sources for analysis (35) . New types of specialized analysts are also involved in an advisory role, providing valuable insights into the immediate problem and updating their intelligence with new knowledge from the investigation. Eventually, the big data aspects in digital forensic science changes the scale of the analytical capacity to be developed through digital transformations, whatever the context and purpose. 
Summary of Digital Transformations for Forensic Science Laboratories

Reliable, Relevant, Timely Results
Forensic science laboratories can function as problem solvers and privileged observers, having the ability to provide investigators with more valuable information and insights (36) . They can engage with investigators in early case assessment to determine what forensic processes will address key problems and achieve investigative goals. Questions addressed by the forensic science laboratories must be relevant and useful to the investigator and be feasible to answer within a reasonable time frame and budget. As noted previously, laboratories possess the administrative acumen to manage quality throughout the forensic process and to guarantee reliable results.
Knowledge and Intelligence
Forensic science laboratories can capitalize on the decentralization of forensic capabilities, using it as an opportunity both to synchronize with investigators and to provide them with more effective decentralized forensic capabilities that can be applied to future cases. An effective approach for forensic science laboratories to add value to investigations is to encourage and intensify real-time links with investigators (e.g., telephone, website) that gives them immediate access to valuable forensic capabilities and knowledge, including expertise and intelligence. Existing connections and overlapping objectives permit bilateral exchanges between forensic science laboratories and investigators in a more collaborative way. Within the same legal framework, investigators can freely express their problems to laboratories, and laboratories can respond openly to investigative needs. For laboratories, this is a culture shift from concentrating exclusively on the quality of processes to putting the collective resolution of problems at the center.
Big Data, Big Picture
Working on cases from many different investigators and agencies gives forensic science laboratories a comprehensive view of a multitude of crimes and emerging challenges. Forensic science laboratories can apply various analytical methods to data gathered from a wide variety of past cases to provide stakeholders (investigators, security actors, policymakers, etc.) with more understanding and insight into activities, links, trends, etc. This big data analysis must combine an "OMIC" perspective (which takes a large spectrum of characteristic of the material analyzed), and an intelligence-led perspective, orienting the search for characteristics according to relevance in terms of available intelligence. The knowledge derived from this broader, more comprehensive viewpoint can be valuable to investigations, providing solutions to problems that individual investigators cannot solve by themselves, and detecting repetitions across multiple cases (forensic intelligence). These value-added services can support proactive strategies, including detection, disruption, and even prevention of criminal activities.
New Knowledge for New Forensic Functions
Laboratories planning to undertake digital transformations will need personnel with very different expertise and experience. Forensic advisors dealing with complex cases must be educated with a full academic forensic curriculum that provides them with a global view on principles and techniques in forensic science, as well as sound knowledge about the logics of decision-making processes when treating information at the different phase of the criminal investigative process. Forensic intelligence analysts, from their side, are aware of the different models of proactive policing developed across the security system. They are capable of maintaining and exploiting systems that support knowledge codification, data analytics, network analysis, and forensic intelligence. In transformed processes, key tasks of both figures are to favor the integration, the coordination, and the evolution of specialized personnel and knowledge developing in different fields.
Networking Figures
Development and improvement of systems that enable knowledge updating and intelligence curation in forensic science laboratories require strong integration with institutions that perform research and development, connecting private and public stakeholders. Figure 2 depicts the new situation, with forensic science laboratories placed in the middle of the diagram to emphasize their central role in our proposed framework. The middle of the figure shows how separate data lakes maintained by laboratories might be required for different purposes, such as big data analysis and forensic intelligence. Analytic capabilities, intelligence, and systematic knowledge reuse are strengthened by the combination of specialized expertise, crime analysis, research and development. Multiple axes of influence beyond courtroom contexts include investigation and intelligence objectives, virtual and physical realms, forensic science and criminological aims, and privacy and public life (e.g., social concerns, public policy).
Integrative Framework
Examples of Laboratories Embracing Digital Transformations
Some laboratories have already, at least partially, embraced the transformations by redefining their processes to integrate and formalize the new functions. For example, the laboratory of the French gendarmerie, as well as the laboratory of the Australian Federal Police have taken the opportunity of building a new facility to profoundly change their processes.
Case Study
The French Gendarmerie has progressed along these lines. In 2015, a new facility was fabricated near Paris to create connections between services that were previously entirely separated. This facility is comprised of three integrated pillars: crime intelligence, crimes in digital environments, and a forensic science laboratory. This configuration allows problems to be treated transversally (i.e., combining relevant knowledge from multiple domains), employing forensic intelligence, dealing both with digital environments and physical ones. For instance, when dealing with matters involving vehicles, the framework integrates intelligence, electronic aspects, and traditional physical aspects. This concentration of knowledge allows the laboratory to offer centralized services for assisting in the identification of vehicles transversally through many traces (e.g., images, paint flakes, tire marks). In addition, this structure supports the development of more effective solutions to traditional problems; when investigating major vehicle crashes which traditionally focused on physical evidence, the French Gendarmerie first analyze digital traces and compare the forensic results with physical traces. This integrated approach is extended to monitoring evolutions in smart transportation in general, identification of vulnerabilities, and devising responses to emerging technological and societal challenges in a more strategic manner. This is carried out through a strong academic link (37) .
Some forensic science laboratories have already begun the digital transformation. For instance, the Australian Federal Police (AFP) restructured their forensic science laboratory around consultancy that occurs between investigators and scientists, as well as amongst specialists within forensic disciplines, leading to a science-led, multi-disciplinary, problem-solving approach. Recovery of physical and digital traces starts within hours of receipt in the field or the laboratory, and customers have a single point of contact to ensure dynamic access to a range of experts. The collection and analysis of items are directed at investigative problemsolving and use potential intelligence value as a first-order consideration. The physical space in the laboratory is designed to maximize interactions between forensic disciplines (38) .
In both examples above, it is important to notice that forensic science laboratories are fully integrated into a security system, seamlessly integrating intelligence, investigation, and evaluative functions. External laboratories might argue that, by a more neutral position, they are in a better position to adopt a more rational and unbiased approach to the changes.
Conclusion
Digitalization of modern society has changed human behaviors and the scale of human traceability. The trace, under its many forms (digital or physical), takes a much more central role in the study of social phenomena, in particular crime, the criminal, and the reaction of the society (3). Traces are the object of study in forensic science, placing this discipline at the nexus of needed changes in modern society, by bringing into the debate its principles, methods, and techniques as a solid basis (1). The new context expands considerably the scope of the discipline. This fact must translate into attributing a central role to the forensic science laboratory. More than ever, by relying on its own principles, the laboratory must drive the coordination of knowledge borrowed from legal, criminological, intelligence, as well as technological areas within other fundamental disciplines. This central role will encompass cooperation between institutions, private and public, as well as the design of collaborative problemsolving settings, integrating specialists from different disciplines to form transdisciplinary solutions. This is much more than an adaptation-it is a rupture that decentralization of technologies exposes and catalyzes. Under the umbrella of digital transformations, this study identified some of the many processes that could change the roles and position of the different stakeholders, and proposed arguments for the forensic science laboratory to play a more relevant and central role. A policy window is open. Forensic science laboratories have the potential to achieve the broader legitimacy that is required for redefining their position through transformed processes. However, the broad forensic science community has still to convince itself of the need to undertake those transformations. Changes might enter into contradiction with the distance, not to say the disinterest, that laboratories have manifested for several years in relation to police investigation and intelligence. This distance has also been imposed on laboratories by legislation or by strictly justice-oriented systems that do not consider security and policing concerns. Managers and policymakers must look beyond the usefulness of traces to solve individual investigations and realize the value of forensic knowledge and intelligence for developing broader strategies to deal with crime and security in the modern world. The forensic science laboratories have limited power to change their status, unless policymakers orient their decisions in the recommended directions. Changing the way that forensic science is used by investigators and decision-makers requires some reciprocal commitment, including the creation of processes within law enforcement organizations and government that ensure the new knowledge generated by laboratories will be utilized effectively. A precondition is that the forensic science community shows some courage and conviction and is capable of expressing clearly the challenges, risks, and opportunities we collectively face. The stakes are high because failing to undertake these transformations may mean isolated investigators missing or misinterpreting traces, criminal justice organizations lacking a comprehensive vista of criminal activities, and policymakers losing opportunities to develop strategies for dealing with crime and security.
